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_________________________________________________________________________________________ 

Abstract: Due to the very dynamic environment and difficult to perform a required system in the vast range of situations 

that it may meet after deployment, developing a controller for autonomous cars capable of giving appropriate 

performance across all driving conditions is tough. Artificial intelligence technologies, on the other hand, have showed 

considerable promise in terms of not only delivering exceptional results for difficult and non-linear control issues, but 

also in generalizing previously taught principles to new circumstances. Artificial intelligence for vehicle control has 

become progressively popular as a result of these factors. Although much progress has been made in this sector, these 

efforts have yet to be properly described. This study reviews a wide range of research studies that have been published in 

the literature that attempt to operate a vehicle using artificial intelligence in self-driving cars. Unlike other review studies, 

we look at the theory behind self-driving vehicles from an artificial intelligence standpoint, as well as contemporary 

implementations and critical assessments. 
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_________________________________________________________________________________________ 

1. Introduction 

Various applications of artificial intelligence (AI) have 

acquired popularity and come to the fore as a result of 

recent developments in AI. Self-driving vehicles are one 

such application that is expected to have a significant and 

revolutionary influence on people and the role people 

commute. Despite the fact that adoption and adoption of 

technology can be difficult at first, these automobiles will 

be the first significant incorporation of personalized 

robots into human civilization. Over the last decade, there 

has been an increase in research interest in using AI to 

drive automobiles. Cars are eventually set to transform 

into intelligent machines associated with human lives, 

resulting in a diversified socio-economic effect, thanks to 

rapid breakthroughs in AI and related technologies. [1] 

However, in order for these automobiles to become a 

reality, they must be endowed with the perception and 

cognition necessary to deal with high-pressure real-life 

events, make right judgments, and adopt safe and 

appropriate action at all times. Computer vision in self-

driving car’s is one of the most complex and difficult AI 

models to date, relying on computer vision to visualize 

the scene and make the car feel at ease while travelling 

from one location to another. For autonomous cars, 

computer vision in AI allows them to see all that is 

normally observable in their natural surroundings. 

Computer vision systems (CVS) are part of the AI in self-

driving cars, and they include picture categorization, 

segmentation, object identification, and positioning for 

fundamental ocular functionality. Object detection is 

developing as a computer vision (CV) sub domain that 

can benefit from AI. To be able to replace a human 

driver, a self-driving automobile must essentially do three 

activities as perceive, think, and act as indicated in figure 

1. [2-3] 

 
Fig 1: Task to be performed by a car 

Most technical specialists will relate to levels of 
maturity when discussing self-driving automobiles. Figure 
2 depicts the level of autonomy; a self-driving car's 
autonomy refers to how many of the piloting is conducted 
by a computer rather than a human. The higher the rate, 
the more computer-assisted driving there is.  
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Abstract—Nowadays to gain illegal access of android devices 

or to cause harm to the system, attackers build many 

malicious software’s. Theses malicious software’s are known 

as malware. Once device is affected by malware, its 

performance degrades and more to that there is a risk that 

your data may be misused by attackers. Over the period of 

time these malware have also evolved themselves and 

detecting a new & generic kind of malwares using 

conventional techniques is cumbersome and ineffective also. 

 Therefore, it is a need of an hour to make use of 

some latest approach for detecting malware efficiently. Use 

of machine learning based techniques can be effective in this 

purpose. Effectiveness of various machine learning 

algorithms can be checked by evaluating their performance 

through certain experiment.  

 In this paper performance of 10 different machine 

learning classifiers is evaluated on a kaggle dataset 

containing 15036 malware and benign applications. All the 

classifiers are evaluated using parameters like Accuracy, 

AUC, FPR and FNR. 

Keywords— Malware, Machine Learning, Malware 

Detection, Classifiers, Performance. 

I. INTRODUCTION  

 

Every individual nowadays is totally dependent on 

computers, Smartphone’s and the internet. Use of all these 

devices is tremendously increased due to various services 

provided over internet [1]. But at the same time, all these 

devices knowingly unknowingly collect our private 

information and are vulnerable to various attacks. A 

malware attack may damage a system by stealing or 

altering a data available in the system [2]. Smartphone’s 

are the easy target for the attackers as we store a lot of 

private information on it. In the recent study of 2019, it is 

found that android devices are the most susceptible to virus 

attacks [3]. Once a device is affected by malware, its 

performance degrades and more to that there is a risk that 

your data may be misused by attackers. Over the period of 

time these malware have also evolved themselves and 

detecting a new & generic kind of malware using 

conventional techniques is cumbersome and also 

ineffective. 

Therefore, it is a need of an hour to use some latest 

approach for detecting malware efficiently. Various studies 

have revealed that, use of machine learning based 

techniques can be effective in this purpose [4]. Therefore 

exploring and working on various machine learning 

algorithms is necessary which could provide an effective 

solution for detecting malware. Taking into consideration 

above facts, different 10 machine learning algorithms are 

studied & experimented for malware detection and their 

performance in terms of various parameters is presented in 

this paper. 

This paper presents a performance evaluation of 

various machine learning algorithms. For this research 

work, 10 machine learning classifiers are used. In order to 

train and test the models, a kaggle dataset is used which 

contains 5,560 malware samples and 9,476 benign samples 

[5]. Performance of the classifiers is evaluated using few 

parameters like accuracy, AUC, false positive rate and 

false negative rate. 

This paper is organized as follows: Section II of the 

paper talks about a related work going on in the research 

world for malware detection. Section III explains the 

research methodology of the proposed work. Section IV 

describes the evaluation criteria’s used for evaluating 

machine learning algorithms, results obtained and a 

discussion about performance of algorithms used. Section 

V provides the conclusion of the paper. 

II. RELATED WORK 

 

Xinang Jin et. al. [6] has proposed a malware detection 

technique using deep learning. Considering a fact that use 

of supervised learning methods in malware detection does 

not provide any information about behavioral 

characteristics of malware; in this approach, they have 

designed an autoencoder. This autoencoder learns about 

the functional characteristics of malware and by observing 

size of error value generated by each file, they decide 

whether a file is malicious or benign. Achieved accuracy in 

this work is 93%. 

Kamalkanta Sethi et. al. [7] has developed a framework 

for malware detection. For dynamic analysis of files, a 

sandbox is used named as Cuckoo. This sandbox creates a 

report based on runtime system activities. Chi Square and 
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