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Abstract 

Numerous techniques have been evolved for the detection of violence in human 
beings. Prior detection of human action can help to prevent and control suspicious 
and criminal activities. The offline video processing system has been used for post-
action analysis. We address the violence detection trouble of humans in real-time 
visual surveillance such as punching, fighting. The present research work proposes a 
novel framework that processes real-time video data received from fixed cameras 
installed area of interest under surveillance. To determine the security level, we 
developed a new algorithm based on the decision-making classifier to recognize the 
violent situation in real time. In the view of human violence detection, the proposed 
work is simple and unique. The transition effects observed during violence detection 



are deliberated in detail. It has wide applications in the area of visual indexing, 
biometrics, telehealth, and human–computer interaction. 

Keywords 
Action recognition Surveillance Computer vision Violence detection Feature 
extraction Histogram Surveillance camera Classifier Human–computer interaction  

 

References 

Elhamod M, Levine MD (2013) Automated real-time detection of potentially 
suspicious behavior in public transport areas. IEEE Trans Intell TranspSyst 

14(2):688–699.  https://doi.org/10.1109/tits  
Chen L, Hsu H, Wang L, Su C (2011) Violence detection in movies. In: 2011 

Eighth international conference computer graphics, imaging and 
visualization, Singapore, pp 119–124.  https://doi.org/10.1109/cgiv.2011.14. 

Donahue JJ et al (2017) Long-Term recurrent convolutional networks for 
visual recognition and description. IEEE Trans Pattern Anal Mach Intell 
39(4):677–691.  https://doi.org/10.1109/tpami.2016.2599174. 

Ji X, Wu O, Wang C, Yang J (2014) Visual feature-based violent video 
detection. In: 2014 IEEE 3rd International conference on cloud computing 
and intelligence systems, Shenzhen, pp 619–
623.  https://doi.org/10.1109/ccis.2014.7175809. 

Clarin C, Dionisio J, Echavez M, Naval P (2005) DOVE: detection of movie 
violence using motion intensity analysis on skin and blood. Technical report, 
University of the PhilippinesGoogle Scholar. 

Chen L, Su C, Hsu H, Violent scene detection in movies. Int J Pattern Recogn 
Artif Intell 25:1161–1172Google Scholar 

D Gupta, A Ahlawat (2017) Usability prediction of live auction using 
multistage fuzzy system. Int J Artif Intell Appl Smart Devices 5(1)Google 
Scholar 

D Gupta, A Ahlawat (2016) Usability determination using multistage fuzzy 
system. Procedia Comput Sci. Elsevier, 
Scopus.  https://doi.org/10.1016/j.procs.2016.02.042 

Patnaik A, Gupta D (2010) Unique Identification System. Int J Comput 
ApplGoogle Scholar. 

Gupta D, Sagar K (2010) Remote file synchronization single-round 
algorithms. Int J Comput ApplGoogle Scholar 

1. 11. 



Cheng W, Chu W, Ling J (2003) Semantic context detection based on 
hierarchical audio models. In: Proceedings of the ACM SIGMM workshop on 
multimedia information retrieval, pp 109–115Google Scholar. 

Giannakopoulos T, Pikrakis A, Theodoridis S (2006) Violence content 
classification using audio features. In: Proceedings of the 4th Hellenic 
conference on artificial intelligence, Crete, Greece, pp 502–507Google 
Scholar. 

Zaheer MZ, Kim JY, Kim H-G, Na SY (2015) A preliminary study on deep-
leaning based screaming sound detection. In: Proceedings of 5th 
international conference on IT convergence and security (ICITCS). IEEE, pp 
1–4.  https://doi.org/10.1109/icitcs.2015.7292925 

Giannakopoulos T, Makris A, Kosmopoulos D, Perantonis S, Theodoridis S 
(2010) Audio-Visual fusion for detecting violent scenes in videos. In: 
Proceeding of 6th hellenic conference on AI, Lecture Notes in Computer 
Science, vol 6040. Springer, Berlin, Heidelberg, pp 91–100Google Scholar. 

Gong Y, Wang W, Jiang S, Huang Q, Wen Gao (2008) Detecting violent 
scenes in movies by auditory and visual cues. In: Proceedings of the 9th 
pacific rim conference on multimedia. Lecture Notes in Computer Science, 
vol 5353. Springer, Berlin, Heidelberg, pp 317–326Google Scholar. 

Zin TT, Kurohane J (2015) Visual analysis framework for two-person 
interaction. In: 2015 IEEE 4th global conference on consumer electronics 
(GCCE), Osaka, pp 519–520.  https://doi.org/10.1109/gcce.2015.7398694. 

Moreira D et al (2017) Temporal robust features for violence detection. In: 
2017 IEEE winter conference on applications of computer vision (WACV), 
Santa Rosa, CA, pp 391–399.  https://doi.org/10.1109/wacv.2017.50 

Jaiswal SG, Mohod SW (2020) Recapitulating the violence detection systems. 
In: Kumar A, Mozar S (eds) ICCCE 2019. Lecture Notes in Electrical 
Engineering, vol 570. Springer, SingaporeGoogle Scholar 

  Copyright information 
 © The Author(s), under exclusive license to Springer Nature Singapore Pte 
 Ltd. 2021 

  About this paper 
 CrossMark 

  Cite this paper as: 
Jaiswal S.G., Mohod S.W. (2021) Implementation of Violence Detection System 
using Soft Computing Approach. In: Khanna A., Gupta D., Pólkowski Z., 
Bhattacharyya S., Castillo O. (eds) Data Analytics and Management. Lecture 
Notes on Data Engineering and Communications Technologies, vol 54. Springer, 
Singapore. https://doi.org/10.1007/978-981-15-8335-3_56 

 First Online05 January 2021 
  



 DOIhttps://doi.org/10.1007/978-981-15-8335-3_56 
  

 Publisher NameSpringer, Singapore 
  

 Print ISBN978-981-15-8334-6 
  

 Online ISBN978-981-15-8335-3 
  

 eBook PackagesIntelligent Technologies and RoboticsIntelligent Technologies 
and Robotics (R0) 

 Reprints and Permissions 

 Buying options 
   Chapter 

EUR   24.95 
Price excludes VAT (India) 

 DOI: 10.1007/978-981-15-8335-3_56 
 Instant PDF download 
 Readable on all devices 
 Own it forever 
 Exclusive offer for individuals only 
 Tax calculation will be finalised during checkout 

Buy Chapter 
eBook 

EUR   181.89 
Softcover Book 

EUR   219.99 
Learn about institutional subscriptions 
 © 2020 Springer Nature Switzerland AG. Part of Springer Nature. 
Not logged in Not affiliated 152.57.25.15 
 





Institutional Sign In 

 

 

 
ADVANCED SEARCH 

Conferences >2020 5th IEEE International C... 

Biometric Jammer: A Security Enhancement 
Scheme using SVM Classifier 
Publisher: IEEE 
Cite This PDF               Priya Deshmukh; Sharad Mohod               All Authors 
16 
Full 
Text Views 

 
Abstract 
Abstract: 
A new privilege of biometrics help to reduce the stress of user, Which comes along with 
the traditional access methods of passwords and token. Using the biometrics limitations 
and weaknesses can be knocked out. However, biometrics has raise privacy risks and 
new security since they cannot be easily revoked. Due to the spoofing attack on 
biometrics. Thus, to protect biometric traits against spoofing attack a multimodal 
biometric jammer scheme for the security enhancement have been developed and 
suggested in this paper. Firstly, we analyze why the multimodal biometric system have 
attracted attention for high security-demanding schemes. Secondly, security of biometric 
system is increasing and prevented it from spoofing attack developing a machine 
learning system model. We show that these machine learning algorithms perform pre-
processing of biometric traits images. Further we analyze user identification with the 
increase precision and reliability using biometric features. Where feature extraction of 
each one trait of biometric is done and then all features are concatenation to get a single 
feature. With the aid of machine learning classifier using extracted features the algorithm 
predict the result of the system. 
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I. Introduction 
“Fingerprints cannot lie, but a liar can make fingerprints”. [24]This statement by Mark 
Twain of an old quote has manifest on numerous occasions now as we have started use 
of biometrics more often in our day to day life. As the research and implementation has 
increased in the biometric field the demand for biometric based application has 
increased. Law enforcement, controlling boarder, residential and customer services and 
in financial services biometrics are used. This are the most prominent field of application 
of a biometric system. One of the noticeable applications of the fingerprint for 
authentication purpose is mostly use in the smart phones, PC'S, laptops. The fingerprint 
use, in smart phone has reach has upto 80%[3]. Along with this the security of personal 
devices and personal data is compromised due to the fake biometrics attack. To 
stimulate the efficiency of the system or devices we have to jam such attacks and make 
a secure user friendly system. 

© Copyright 2021 IEEE - All rights reserved. 
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Activities in Vulnerable Network
Security Using Deep Learning
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Abstract In today’s environment, application protection is most critical because of
the progression and sharing of data and knowledge techniques that generate new
value-added services across various potential attacks. As a consequence, they have
established numerous internet platforms. A Network Intrusion Detection System
(NIDS) allows administrators within network processes to identify network security
breaches. That being said, when a robust and reliable NIDS is built for unpredictable
and unpredicted attacks, several issues arise. It is veried by the test conducted that
the convolutional neural network is successful for NIDS. In this work, a deep-learning
methodology to integrate quite a robust and scalable different cloud detection system
has been highlighted. The device uses a recurrent neural network (RNN) monitored by
a training algorithm to detect visible and invisible assaults. Initially, the information
is preprocessed for input to both the neural network utilizing Data Balancing and
standardization. To construct a learning model by preprocessing, the RNN technique
was implemented to the rened data. The entire KDD Cup 99 was used to validate
that. The false alarm rate, accuracy and detection rate have been measured to assess
the detection accuracy of the RNN model when all is said and done. In comparison,
we test and compare various algorithms for deep learning, i.e. Cloud environment
RNN, CNN, DNN and PNN algorithm for network intrusion detection.

Keywords Recurrent neural network · KDD · WSN trace dataset · Deep learning ·
Intrusion detection system · Long short term memory

1 Introduction

Various kinds of attacks every day is faced by industries. And the best solution for
it to use the Intrusion detection system (IDS). The machine interfaces protection
has been in the concentration of research for times. The industry has appeared to
understand that knowledge and network protection technology has converted required
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